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Welcome to the SiteLock 
Website Security Insider
There’s no such thing as “too small to be hacked” 
anymore. Increasingly, small business owners like 
yourself are the prime target for cybercriminals. 
SiteLock studied more than 6 million websites in Q4 
2017 to identify trends and the tactics cybercriminals 
are using. In the SiteLock Security Insider Q4 2017, 
we’ll look at these trends and how they apply to 
your business while providing easy-to-use advice for 
protecting yourself and your livelihood.

KEY TAKEAWAYS

The average website is attacked
4 4  T I M E S  P E R  D A Y . 1% OF SITES SAMPLED WERE INFECTED 

WITH MALWARE EACH WEEK ON AVERAGE.

Sites receive an average of
152,041,201 BOT 
VISITS WEEKLY.

of infected websites were 
blacklisted by search engines.

! 19%
ONLY

Globally, this means as many as 18.5 million 
websites are infected with malicious 

content at any given moment.
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Nearly half (46%) of all WordPress sites 
infected with malware were up to date 
with the latest core updates.

16% of infected sites were 
defaced in Q4 2017—on par 
with Q3 2017.

!
WordPress websites using plugins 
were TWICE AS LIKELY TO BE 
COMPROMISED compared as 

non-CMS sites.

Backdoor files made up 
12.5% OF ALL MALWARE 

FOUND IN Q4 2017.

High-risk websites were 27 TIMES 
MORE LIKELY TO BE 

COMPROMISED.

The average number of 
malicious files per  

infection increased .8% 
from 284 to 309 files.

KEY TAKEAWAYS, CONTINUED
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As the internet landscape continues to evolve, so do cybercriminals’ 
attack methods. Throughout 2017, cybercriminals became increasingly 
sophisticated and continued to expand their craft, creating more 
complex and sneakier malware attacks. In deploying attacks that flew 
under the radar of unsuspecting website owners, they achieved their 
goal of maintaining access to infected sites for longer periods of time. 

The SiteLock Website Security Insider Q4 2017 explores the impact 
malware can have on the average small business website, as well as the 
everyday factors that increase the risk of compromise for the average 
small business owner. As this report uncovers the most common forms 
of malware infecting websites each day, it will also provide solutions to 
these emerging security flaws, exploits, and dangerous threats. Being 
a small business owner, the most important part of your day is running 
your business and selling your products—website security needs  
to be a part of your business plan but it does not need to be  
intimidating or complicated.
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IN Q4 2017:
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It’s a small business owner’s worst nightmare: You wake up in the morning, sit down with 
your coffee and check your website - only to find that your website is gone and a message 
reading, “Hacked by...” has replaced your content. This is a daily reality for thousands of 
website owners. However, a defacement, like the one described above, is not the only type 
of malware attack. During Q4 2017, SiteLock analyzed infected websites to determine the 
types of attacks and malware plaguing them.

672,665 MALICIOUS FILES 
WERE CLEANED PER WEEK, 
ON AVERAGE.

309 INFECTED FILES PER SITE, 
ON AVERAGE, WERE FOUND 
ACROSS THE QUARTER.

414 PAGES PER SITE CONTAINED 
CROSS-SITE SCRIPTING (XSS) 
VULNERABILITIES ON AVERAGE.

959 PAGES PER SITE CONTAINED SQL 
INJECTION (SQLi) VULNERABILITIES 
ON AVERAGE.

THE AVERAGE SPAM INFECTED 
SITE IN Q4 2017 HAD OVER 
300 SPAM FILES.

414 PAGES PER SITE CONTAINED 
CROSS-SITE REQUEST FORGERY 
(CSRF) VULNERABILITIES.

ATTACKS AND VULNER ABILITIES
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Hacked by...
Your website is gone. It is replaced with 
a message stating it was hacked by 
cybercriminals that were able to gain 
unauthorized access to your website through 
a known vulnerability in an unpatched 
plugin. Once the vulnerability was exploited 
and they were inside, it was easy for them 
to replace your website with a defaced 
page. All the while, they were also able to 
steal your valuable customer data stored 
in the administrative area of the site. 

This nightmare scenario is becoming alarmingly common. In Q4 2017, defacements accounted 
for 16% of malware detected by SiteLock scanners, a slight increase over the previous quarter. 
However, defacements weren’t the only cyberthreat in Q4 2017. Cybercriminals aren’t always so 
obvious as to deface or take down a website. In fact, the ultimate goal of most attackers is to 
secretly gain unauthorized access to websites and maintain access for a prolonged period of time.

Threats in Q4 
In Q4 2017 cybercriminals continued to utilize 
multiple forms of evolving and increasingly 
complex malware. 51% of the malware 
found was categorized as Encoded Malware, 
meaning it was randomly generated or 
difficult to decode. This malware often 
requires a unique cipher or key that may only 
be held by the attacker using it. Despite this 
type of malware being difficult to decode, 
malware scanners are still able to identify 
and remediate this type of attack by looking 
at factors such as spam generated by the 
file, placement in the file structure, and the 
type of encoding used. By analyzing the 
context of these encoded files in familiar 
web applications like WordPress and the 
type of encoding used, our researchers are 
able to identify this content as malicious. 
Identification allows SiteLock to categorize 

and scan for similarly encoded files in 
the future, making them easier to find.

Additionally, these unique malware files 
rarely work on their own. They’re often 
part of larger groups of malicious files, 
known as attack kits. Attack kits typically 
contain a backdoor file, a script used to 
create an unauthorized access point for 
cybercriminals. These backdoor files grant 
hackers the ability to manage existing files 
or upload new files. With this functionality, 
hackers can deface a website or infect 
its visitors with malware. Backdoor files 
made up more than 12% of the malware 
identified during Q4 2017 and resulted 
in thousands of other malicious files 
being uploaded to victimized sites. 

SiteLock Website Security Insider [Q4 • 2017]
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The types of malware uploaded through 
backdoor files were extremely varied in 
function and purpose. One of the most 
common types of malware uploaded was 
SEO spam, totaling 2.5% of malicious files 
identified in Q4 2017. SEO spam works 
by flooding a website with hundreds of 
files containing keywords unrelated to 
the infected site to pull search engine 
traffic to an unrelated malicious site. The 
average spam infected site in Q4 2017 had 
over 300 spam files. These files are often 
buried inside of the website’s structure, 
making correcting the issue and regaining 
search engine footing extremely difficult.

For example, a cybercriminal could flood 
a site selling car parts with SEO spam files 
about designer shoes and backlinks to a 
malicious site. This would cause the site’s 
search engine ranking to drop because 
the content is no longer focused on the 
correct keywords. Spammers may also 
upload malicious website files to hidden 
subdirectories within your website, causing 
pages you didn’t create to appear on your 
website leading to confusion and distrust. 

Cyberthreats targeting a website’s visitors also 
made an impact in Q4 2017, with JavaScript 
injectors and redirects accounting for 12% 
of malicious content and phishing making 
up 1% of malicious content. These kinds of 
attacks are used to redirect site visitors to 
malicious or fraudulent sites or to steal login 
credentials for popular social media and 
banking applications. While these threats 
may not impact your website directly, they 
can have negative effects on search engine 
visibility and the credibility of your brand in 
the eyes of your customers. Unbeknownst 
to you, visitors to your site could potentially 
have their information stolen or be infected 
with malware due to a visitor attack.

As the types of malware continue to evolve in 
sophistication and complexity, it is necessary 
to examine how cybercriminals are able to 
access websites without being detected.

CATEGORIZED MALWARE BY TYPE:
DEFACEMENTS

ENCODED RANDOMLY GENERATED

FILE HACKERS

JAVASCRIPT INJECTORS/INCLUDES

MALICIOUS EVAL INJECTIONS

SHELL SCRIPTS

BACKDOOR FILES

16%

51%

3%

12%

2%

3%

13%
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Threats Brought to You 
by Vulnerabilities
The main way a hacker gains access to a website 
is through a site vulnerability. The types of 
vulnerabilities used to gain access to deploy 
attacks are as varied and complex as the attack 
kits hackers use. The three types of vulnerabilities 
we examined in Q4 2017 were cross-site scripting 
(XSS), SQL injection (SQLi), and cross-site request 
forgery (CSRF). These vulnerabilities are found 
in all types of websites, whether they are built 
using an open source content management 
system or custom coded by a web developer.

It is important to remember that a single 
vulnerability on a dynamic website could result in 
each page on the site being open to attack. Sites 
built with applications like Joomla! and WordPress 
are database-driven and use dynamic content. 
Unlike traditional static sites built in languages 
like HTML, which create an individual file for each 
page of a website, dynamic database-driven 
sites rely on the same relatively small number of 
files to serve content from the database to the 
website. This means that a single vulnerability 
in just one of these files can result in an attacker 
gaining access through any page of a website.

Vulnerabilities are often the result of unpatched 
plugins or themes in websites that use content 
management systems, highlighting the need 
for a proactive and consistent approach to 
website security. Leaving these vulnerabilities 
unaddressed means you’re spending days 
cleaning and repairing a defaced website, costing 
you time better spent running your business.

Sites with CSRF 
vulnerabilities were found 
to have an average of  

414 VULNERABLE 
PAGES

Sites with SQLi
vulnerabilities were found 
to have an average of  

959 VULNERABLE 
PAGES

Sites with XSS 
vulnerabilities were found 
to have an average of  

414 VULNERABLE 
PAGES

SiteLock Website Security Insider [Q4 • 2017]
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Hacked, But Now What?
A good tip for small businesses is to always be prepared for an 
attack. Cybercriminals use automated tools and social media to 
scan for easily penetrable websites, such as those running outdated 
applications. However, there are steps you can take to protect 
your site and mitigate damage in the event of an attack. 

INVEST IN A BACKUP STRATEGY 
Keeping accurate and clean backups of your website is key to 
mitigating the damaging effects of a potential malware attack. It is 
recommended to backup your site daily if sales transactions occur on 
the website, and weekly, if not. If attackers gain access and remove 
critical information or deface your site, this will allow you to perform 
a full restore from an uninfected backup in a timely manner.

MALWARE SCANNERS 
Using a file-based, inside-out malware scanner to automatically identify 
and remove malware is critical too. It is recommended to use a malware 
scanner with the ability to examine individual files for full and partially 
injected malicious code. The scanner should also be able to remove 
the malicious content from otherwise legitimate files and scan every 
website file once daily to catch malware as quickly as possible.

UTILIZE STRONG PASSWORDS AND A PASSWORD MANAGER 
Passwords are your first line of defense against cyberthreats. 
Passwords should be a minimum of 12 characters, avoid dictionary 
phrases, contain at least one capital letter, one lowercase letter, 
and one number. Whenever possible, use randomly generated 
passwords and store them in a secure password manager. 

Once you’ve cleaned up the hack and gotten back to business, 
it’s important to look at why your site was targeted and how the 
attackers got in. Using a malware scanner can remove malicious 
content, but it doesn’t stop the attacks from happening. You’ll need 
a complete security plan in place to fully protect yourself.

SiteLock Website Security Insider [Q4 • 2017]
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BLACKLISTS, WARNINGS, AND PATCHES

IN Q4 2017:
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If your website is compromised and defaced, there’s a good chance the defacement 
message wasn’t the first sign of an infection. Due to the subtle nature of most malware, 
most sites are infected for weeks or months before the attackers make themselves known 
through a defacement. Many times we also witness multiple hackers attacking the same 
site, through the same vulnerability. Unfortunately, website owners often rely on search 
engine blacklisting to alert them to a malware infection after a compromise occurs, a 
notoriously ineffective strategy.

ONLY 19% OF INFECTED 
WEBSITES WERE 
BLACKLISTED BY GOOGLE.

1% OF OUR SAMPLE WAS INFECTED 
WITH MALWARE, REPRESENTING 
8.6 MILLION GLOBALLY.

LESS THAN 1 IN 5 OF THESE 
SITES ARE LIKELY TO BE 
BLACKLISTED OR 1.6 MILLION.

VS Q3 2017

7,968 WEBSITES WERE 
BLACKLISTED ON 
AVERAGE EACH WEEK.

!
3%

VS Q3 2017

8%

55% OF INFECTED WORDPRESS 
SITES WERE NOT RUNNING 
THE CURRENT VERSION.

35 CMS VERSION UPDATES
WERE RELEASED, INCLUDING
3 MAJOR SECURITY UPDATES.

SiteLock Website Security Insider [Q4 • 2017]
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Q4 2017 SAW 
THREE MAJOR SECURITY
UPDATES TO CORE
CMS PLATFORMS.

THESE THREE
UPDATES ADDRESSED
19 VULNERABILITIES.

OF WEBSITES UTILIZING A CMS 
99% LACK PATCHING SERVICES.

ONLY 3.6 MILLION OF THE  900 
MILLION SITES UTILIZING A CMS 
EMPLOY AUTOMATED PATCHING.

AT THE SAME TIME, 
Q4 SAW 320 NEW CMS 
VULNERABILITY 
PATCHES WRITTEN.

No Reported  
Attack Page...
Many site owners incorrectly assume that 
search engines will scan their sites for 
malware and warn them if an infection is 
found. In reality, this is a perilous approach 
to website security. In Q4 2017, only 19% 
of infected sites analyzed by SiteLock 
were blacklisted by search engines for 
malicious content. This means less than 
1 in 5 websites with malicious content 
were flagged by search engines, allowing 
infections to run rampant unbeknownst 
to the site owner. Additionally, those sites 
that are flagged for malware by search 
engines are removed from listing.

While search engines are a valuable tool for 
marketing a business and online visibility, 
they are not designed to protect against or 
find malware. To protect their end users, 
major search engines perform a basic 
malware scan while crawling websites. If the 
search engine finds malware, they can flag 
the site in search results, place a warning 
message on the site or even remove the site 
from its results all together. However, this has 
its drawbacks. 

SiteLock Website Security Insider [Q4 • 2017]
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Search engine optimization is big business, 
with some companies spending thousands 
of dollars per month1 in an attempt to show 
up higher in search results. With this in mind, 
search engines use caution when blacklisting 
a website. An attack warning on a blacklisted 
website is devastating for a site’s search engine 
rankings and reputation. For that reason, all 
malware scanners, including those employed 
by major search engines, have an acceptable 
margin of error to account for flagged files 
that are actually legitimate. In order to avoid 
an unnecessary negative impact on their 
customer base, search engines only blacklist 
sites when they are absolutely positive the 
site contains malware. Additionally, search 
engines only have visibility to content that is 
web accessible, meaning backdoor files or 
malicious content injected into legitimate 
administrative files cannot be seen by the 
search engine.

This means the cursory malware scans 
run by search engines do not address the 
core cause of compromises: attack vectors 
or entry points. Search engines only scan 
the pages and files accessible to the web, 
and cannot alert you to vulnerabilities 
or unpatched flaws in the website. 

Open Doors and 
Unpatched Sites
Like malware scans, patching is a critical 
component of website security. One of the 
leading causes of vulnerabilities in websites 
is unpatched applications. During Q4 2017, 
SiteLock analyzed 3 million websites with 
automated application patching services to 
determine the impact security releases have 
on applications. We found that a security 
release for a single vulnerability could require 
dozens of patches across multiple files.

For example, during Q4 2017, there were 
two security releases for WordPress 
applications. These releases addressed 
14 vulnerabilities in the WordPress core 
files but required 260 additional patches 
to secure all of the files. This was also true 
for Joomla!, which published one security 
release addressing five vulnerabilities. 
However, these five vulnerabilities required 
60 patches to secure all Joomla! core files.

This illustrates the importance of patching 
applications when developers release these 
updates. For most sites, these updates do 
not happen automatically. In Q4 2017, 55% 
of infected WordPress sites were not running 
the current secure version. Leaving a single 
unpatched application, theme, or plugin could 
result in dozens of openings for attackers to 
exploit. Without proper security in place, these 
vulnerabilities can be exploited, resulting in 
blacklisting and damaged website reputation. 

SiteLock Website Security Insider [Q4 • 2017]
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Prevention is the Best Medicine
Your site was hacked, content was lost, customer information was potentially 
breached, and your warning systems failed to alert you. It may seem like 
the world is ending, but hope is not lost. Once you’ve employed a malware 
scanner and backups to get back online malware-free, there are additional 
steps you can take to prevent this type of issue from recurring. 

DON’T RELY ON SEARCH ENGINES  
Remember, search engines are not designed to provide malware scans—they 
do so as a courtesy and err on the side of caution. Use a malware scanner and 
web application firewall that alerts you at the first sign of suspicious activity.

UPDATES  
If your site is built with an open source content management system 
(CMS), like WordPress or Drupal, always update your application when 
new versions are released. This will ensure that vulnerabilities in 
your applications are corrected. You may choose to allow automatic 
updating, which allows updates to occur without manual inter vention.

GET FAMILIAR WITH YOUR FILES 
Be familiar with the file structure of your website. Even if you didn’t build 
it, take advantage of free online tutorials to learn how to access your file 
manager or connect via FTP. Learn what looks normal for your website’s 
files and review them periodically for new files you didn’t upload. 

While being hacked can be a dreadful experience, it can also be an opportunity 
to learn. Take the time to review the flaws in your website that could have 
been exploited and patch them to prevent it from happening again.

SiteLock Website Security Insider [Q4 • 2017]
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After a compromise occurs, your priority is to get your site back online as quickly as possible. 
Once your site is up and running, and all critical vulnerabilities are patched, it’s time to look at the 
factors that contributed to the compromise in the first place. What put your website at risk to be 
targeted by cybercriminals? 

When assessing the risk of cyberattack, it’s important to take a holistic view of your website and 
remember that "low risk" does not mean "no risk of compromise." In Q4 2017, SiteLock identified 
key website factors to determine how likely a site is to be attacked. Among these factors were the 
use of a content management system (CMS), number of plugins utilized, and bot traffic. 

WEBSITES ARE ATTACKED 
44 TIMES PER DAY, ON AVERAGE.
This is a 25% decrease from Q3 2017.

SECURITY IMPACTS OF CMS

Average bot per week visits:
152,041,201 ACROSS ALL SAMPLED SITES.

DDoS at tacks 
accounted for 
25%  of threats 
blocked by the 
SiteLock WAF.AT

TA
C

K
S 

P
ER

 D
AY

Q2 ‘17 Q3 ‘17 Q4 ‘17

70

50

30

10

R
IS

K
 O

F 
IN

FE
C

TI
O

N 5x

4x

3x

2x

1x

NO CMS 
1x RISK

WORDPRESS 
2x RISK

JOOMLA! 
4x RISK

DRUPAL
2x RISK

WEBSITE SECURITY FOR PREVENTION

SiteLock Website Security Insider [Q4 • 2017]

3: Website Security for Prevention13



Assessing the Risks
Your site is back online, the defacement is 
gone and your business is running smoothly 
again. Now it’s time to start looking at 
the possible causes and risk factors. This 
will help you make more educated and 
proactive decisions about securing your site. 

It’s important to remember there is an 
inherent risk associated with owning a 
website. The average website experiences 
a staggering 44 attacks per day, or 16,060 
attacks per year. SiteLock analyzed more 
than 6 million websites for complexity, 
composition, and popularity to determine 
the risk of compromise associated with each 
website. When examining the composition of 
websites, we look at factors like the coding 
language (HTML, PHP) the site was built with 
and platform the site was built on, or open 
source (WordPress, Joomla!, or other). When 
we review the complexity of these sites, this 
includes the number of plugins, overall site 
complexity, forms on the site, and other 
content. When analyzing popularity, factors 
like site traffic and social media connections, 
including number of followers, are analyzed. 
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25x

20x

15x

10x

5x

30x

AVER AGE 
RISK SITE

HIGH SCORE
27x RISK
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We found that the average malware infection 
rate of a website with a low risk - was .1%. 
The average number of sites with a low 
risk, identified based on their complexity, 
composition, and popularity, was 3.5 million or 
approximately 50% of our sample. Therefore, 
low risk is considered to be the average or 
median risk level for websites. It’s important 
to note that a low risk score does not mean 
there is no risk of compromise to your website. 

Around 1.5 million websites have a medium 
risk. Interestingly, the infection rate of sites 
with a medium level of complexity and 
popularity in Q4 2017 was .03%, a decrease 
from .43% in Q3 2017. This indicates that 
while sites are increasingly complex, it is 
possible to prevent malware infections 
from impacting these sites by taking steps 
such as those outlined in this report.

High-risk websites account for 1.4 million 
websites in our sample. These websites 
have an infection rate of 2.6%. This 
means that a website with a risk score of 
3 is 27 times more likely to be infected 
than the average low-risk website. 

Knowing where your website lies on this scale 
can help you better prepare and secure your 
site from attackers trying to access it. With that 
in mind, we’d like to take a look at the factors 
that make your website more or less likely to 
be compromised and how to protect them. 

LOW RISK:

A typical website

Static content that is not
database driven

Informational only

Does not use forms, plugins, 
or social media

MEDIUM RISK:

Built using CMS application

Simple theme and limited
number of plugins

Moderate amount of tra�ic

Only one or two social 
media connections

HIGH RISK:

Built using a CMS application

Complex themes and contact forms

Multiple social media connections

Extensive use of plugins 
and features

SiteLock Website Security Insider [Q4 • 2017]
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determine the overall risk of compromise to the average 
website. These factors are broken into three categories; 
complexity, composition, and popularity. Illustrative 
examples of the risk levels are provided above.



Open Source—Open Doors?
The use of open source applications such as Drupal, WordPress, and Joomla! is at an all-time high. 
It’s estimated that about 50% of all websites use some type of content management system (CMS)2 
and more than 40% of those sites use WordPress.3 CMS platforms are popular among small business 
owners because they make website design accessible to anyone, regardless of skill level. Open source 
means that anyone can enhance their website features by using the code base to develop plugins or 
themes to help add features to their site. However, these applications are not without risk. In Q4 2017, 
SiteLock examined 1.9 million sites using Joomla!, WordPress, and Drupal to determine what impact 
these applications may have on the likelihood of infection. Additionally, we analyzed a sample of 
WordPress sites to determine how the number of plugins being used can impact malware infections. 

WORDPRESS

WordPress is one of the fastest growing 
website applications in the world with 29% 
of all websites being built on this CMS.4 
WordPress boasts a large number of free 
themes and plugins that can enhance a 
website with ease. However, this leads to an 
increased attack surface for cybercriminals 
looking to infect websites with malware. 

WordPress sites with one to nine plugins were twice 
as likely to be infected with malware as a non-CMS 
website. However, WordPress sites using 20 or more 
plugins were four times more likely to be infected with 
malware. Each plugin added to a WordPress site needs 
to be monitored and patched for security flaws. Our 
analysis also found that up to 45% of WordPress sites 
infected with malicious content were running the latest 
core application updates. This indicates that updating 
the WordPress core application without updating 
plugins and themes is not adequate protection from 
attackers. Even a fully updated application is not 
protected against unknown or zero-day vulnerabilities. 
Additionally, plugins and themes that are no longer 
maintained by their developers are at increased 
risk of vulnerabilities. This makes proactive website 
security critical to keeping your website safe.

Attack surface refers to the 
ways a potential attacker 
can use to gain unauthorized 
access to a website. Each 
new feature added creates 
another potential attack 
vector to a website.5

46% of all WordPress sites 
infected with malware 
were up to date with the 
latest core updates

SiteLock Website Security Insider [Q4 • 2017]
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DRUPAL AND JOOMLA!

While WordPress is the most widely used CMS, 
our data shows it is not the only CMS to put 
its users at an increased risk of an attack. 

In Q4 2017 2% of Joomla! sites were infected with 
malware at a rate of 2% during Q4 2017, making 
them four times more likely to be compromised 
than a non-CMS website. Additionally, 18% 
of Joomla! sites had the latest core patches 
running when they were infected. It’s clear that 
comprehensive security for Joomla!, including 
updates to modules, components, and themes, 
is critical to keeping these sites safe. 

An average 1% of sampled Drupal sites were found 
to be infected with malicious content, making 
Drupal websites twice as likely as the average 
non-CMS website. However, only 18% of infected 
Drupal websites were found to be running the 
latest core updates at analysis. This means that the 
vast majority of websites running Drupal are likely 
vulnerable to compromise because they are not 
being updated with the latest security patches. 

Patches and updates help protect your website 
from cybercriminals. Beyond patches and updates, 
there are additional options you can take to 
protect your site from threats before they begin.

1.1% INFECTED
69 M+ TOTAL SITES
756,000 TOTAL 
INFECTED SITES
(approximately)

2% INFECTED
2 M+ TOTAL SITES
40,000 TOTAL 
INFECTED SITES
(approximately)

1% INFECTED
100K TOTAL SITES
1,000 TOTAL 
INFECTED SITES
(approximately)

SiteLock Website Security Insider [Q4 • 2017]
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Building Barriers 
for Malware
How do you stop threats before they begin? 
It’s not with psychic powers, but with a 
web application firewall (WAF). In Q4 2017, 
a sample of 75,000 websites using a WAF 
was analyzed. Within this sample, we found 
websites experience 44 attacks per day 
on average. This was a decrease of nearly 
25% from Q3 2017, which may indicate 
that attacks are becoming more targeted 
and effective, meaning fewer attempts are 
required to successfully infect a website with 
malicious content.

25% OF THE THREATS
BLOCKED WERE ATTEMPTED 

DDOS ATTACKS

5% OF BLOCKED THREATS 
WERE ATTEMPTED CROSS-SITE 

SCRIPTING (XSS) ATTACKS

Types of Attack
SiteLock analyzed a variety of attack types 
that were protected by a WAF and found 
that the average number of threats blocked 
per week was 789,000. Of these threats, 5% 
were attempted Cross-Site Scripting (XSS) 
attacks, and 25% of the threats blocked 
were attempted DDoS attacks. DDoS 
attacks can be particularly detrimental to 
a website as they are geared exclusively to 
taking a website offline. XSS vulnerabilities 
are increasingly common among plugins 
and CMS applications, therefore blocking 
these threats is a critical component of any 
security plan.    
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Malicious Traffic
WAF users are able to customize their firewall rules to 
block countries where attacks most often originate. 
Additionally, there are default WAF rules that 
block known malicious traffic. In Q4 2017, SiteLock 
found that over 16 million visitors from blacklisted 
countries were blocked by the firewall. Additionally, 
known malicious IP addresses and URLs are blocked 
by default when using a WAF. This is determined 
by blacklisting, as well as automated updates in 
the firewall settings using previous attacks. 

Web application firewalls are also used 
to block malicious bot traffic. Frequently, 
cybercriminals utilize bots to scan websites 
automatically for vulnerabilities to exploit. In 
order to prevent these scans, firewalls block bots 
from accessing a site, sometimes by requiring 
visitors to complete a CAPTCHA before the 
site is displayed. In Q4 2017, 152 million bots 
attempted to access sites behind our firewall.

Blacklisting Stats:

143,000 VISITORS
FROM BLACKLISTED

IP ADDRESSES BLOCKED

56,000 VISITORS
FROM BLACKLISTED

URLS BLOCKED
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Look to the Future of your Website
Risk assessments and CMS documentation are great resources when learning 
how to secure your website and prevent cyberattacks. Firewalls can be an 
important addition, but these aren’t the only things you can do to be proactive 
about website security. Consider the following recommendations as well:

SOURCE RESPONSIBLY   
CMS platforms, like WordPress and Joomla!, provide official, monitored 
repositories for themes and plugins. Whenever possible, download add-
ons to your website from these repositories. Review contact information 
for their developers and take note of how often they receive updates. 
If electing to use a premium theme or plugin, purchase it from the 
developer instead of downloading a pirated copy, as legitimate copies 
of plugins often contain malware masked as legitimate content.

JOIN THE COMMUNITY   
WordPress, Joomla!, and Drupal have active online communities 
consisting of developers, users, and enthusiasts. Their forums 
and social media channels are a great way to connect and get 
advice. If you’re not sure where to start learning about your 
website’s composition, the community has your back.

INVENTORY REGULARLY  
Every month you should review your applications and remove plugins and 
theme files that are no longer in use. Deactivating themes and plugins isn’t 
enough, as vulnerable files will still live on your website, which could mean 
critical vulnerabilities are hiding unnoticed. Always delete website add-
ons you’re no longer using to ensure removal of these vulnerabilities. 

MANAGE YOUR FIREWALL   
Firewall providers will offer stats and logs of the traffic that goes 
through your WAF. Use their support documentation and learn how 
to read your stats, and use them to your advantage. This allows you 
to customize which bots you want to block and protect your website 
from threats that may come from a specific location or URL.

Proactive security is the only way to keep your website safe in an 
increasingly dangerous online environment. Cybercriminals often look 
for the easiest websites to target, using known vulnerabilities to attack 
them. Taking basic security steps like these will strengthen your site, 
preventing it from being the low hanging fruit on the cyberattack tree. 
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From Nightmare  
to Dream Come True
A website compromise can happen to anyone, at any time. What started as a 
defaced website and deleted or stolen customer information ended with your site 
clean and back online. With the help of a malware scanner and online tutorials 
to help you get familiar with your site’s CMS and file structure, your site has been 
restored and business is once again running smoothly.

Now is the time to continue learning and being proactive about your website 
security. Assess the inherent risk of your site based on how it was built and cater 
your approach to securing the website based on your particular risk factors. With 
this effort will come the power of running your business confidently with peace of 
mind knowing your website is safe from cybercriminals. 

By taking the necessary proactive steps to security, like sourcing responsibly, 
joining an open source community, using a malware scanner, and implementing 
a web application firewall, you can protect your website from attacks 
automatically, turning a website attack nightmare into a dream come true.
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Q4 2017 QSR Appendix
KEY STATISTICS
This is a comprehensive list of the key findings for the Q4 Website Security Insider.  
These findings are analyzed in the report. 

• Average number of attacks per day 44.36
• This is a decrease from Q3 2017 of 24.8%

RISK SCORE 
• Infection rate with a Risk Score of 3: 2.67%
• A high risk score, or a score of 3, makes a site 26.7 times more likely to be infected than 

the average site, or a site with a Risk Score of 1

VULNERABILITIES
• Average number of pages with XSS vulnerabilities per site: 414.4
• Average number of pages with SQLi vulnerabilities per site: 959.16
• Average number of pages with CSRF vulnerabilities per site: 414.4
• Average number of pages with an unvalidated redirect vulnerability per site: 414.4 

BLACKLISTING
• Blacklist rate for infected websites: 18.45%
• This is a decrease from Q3 of 2.45%

CONTENT MANAGEMENT SYSTEMS
• WordPress site infection rate: 1:07%
• Infected WordPress sites which were up to date: 45.48%
• Joomla! Infection rate: 2.02%
• Drupal infection rate: .97%
• Average infection rate of a non-CMS site - 0.5%
• Sites running WordPress with any number of plugins are 

twice as likely to be compromised than a non CMS site
• WordPress sites are twice more likely to be infected than sites with no CMS
• Joomla! Sites are 4 times more likely to be infected than sites with no CMS
• Drupal sites are 1.94 times more likely to be infected than sites with no CMS
• Sites with 20+ plugins are more than 2x more likely to be infected with malware than a 

site with any number of plugins 

MALWARE CATEGORIES
• File hackers were 2.5% of categorized malware
• Defacements make up 15.6% of categorized malware
• Unique randomly generated malware made up 50.9% of categorized malware
• 0.8% of malware categorized was phishing 
• 11.7% of categorized malware was Javascript Injectors or Includes
• Iframers made up 3% of categorized malware
• Evals were 2.49% of categorized malware
• 2.8% of malware was shell scripts
• Backdoor files used to control or gain admin access (filehackers, file managers, 

uploaders, eval requests, SQL injectors, shell scripts): 12.5% of malware
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Full Statistics
This is a complete list of the findings and data analyzed for the Website Security Insider. 

GENERAL STATS 
• Dates for Q4 2017: Week 40 - Week 52

 ▶ October 2, 2017 - December 31, 2017
• Sample Size: 6,142,518 sites

WEB APPLICATION FIREWALL
• Sample Size: 75,094 sites
• Average number of attacks per day 44.36

 ▶ This is a decrease from Q3 2017 of 24.8%
• Q4 Average Bot Visits: 152,041,201 across all sites

 ▶ Highest week was Week 52 at 159,382,296 total bot visits
 ▶ Lowest week was Week 40 at 145,356,995 total bot visits
 ▶ Average bot visits per site: 2422.07

• Q4 Average Threats Blocked: 789,154 across all sites
 ▶ Highest week was Week 48 at 878,627 total threats blocked
 ▶ Lowest week was Week 44 at 706,465 total threats blocked
 ▶ Average threats blocked per site: 13
 ▶ Average threats blocked across all sites per day: 3,060,304

• Attack totals
 ▶ Total number of backdoors the WAF protected against: 140,196

• Average of 1.86 backdoors per site
 ▶ Total number of bots blocked by BAT (Bot Access Control) rules: 241,577,322

• Average of 3,216.99 bots blocked by rules per site
 ▶ Total of XSS attempts blocked by the WAF: 41,111

• Average of .54 XSS attempts per site
 ▶ Total of illegal resource access attempts: 5,308,053

• Average of 70.68 attempts per site
 ▶ Total of illegal remote file inclusion attempts: 156,428

• Average of 2.08 attempts per site
 ▶ Total of SQL injection attempts: 739,403

• Average of 9.84 attempts per site
 ▶ Total of suspected bot visits blocked: 15,663,170

• Average of 208.58 blocked per site
 ▶ Total DDOS attempts blocked: 200,669

• Average of 2.67 DDOS attempts per site
 ▶ Total visitors from blacklisted countries blocked: 16,844,173

• Average of 224.3 visitors from blacklisted countries blocked per site
 ▶ Total of visitors from blacklisted IPs blocked: 142,740

• Average of 1.9 visitors from blacklisted IPs blocked 
 ▶ Total of visitors from blacklisted URLs blocked: 56,419

• Average of .75 visitors from blacklisted URLs blocked
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FILE-BASED SCANNER DATA
• Sample Size: 6,142,518 sites
• Average infected sites: 2,172 per week

 ▶ Highest week for infected sites was week 46 at 2,695 sites
 ▶ Lowest week for infected sites was week 49 at 1,645 sites

• Average number of cleaned files 672,665 total files per week
 ▶ Average number of infected files per site across the quarter: 309
 ▶ Highest week of infected files was week 42 at 1,245,737 files cleaned
 ▶ Lowest week of infected files was week 49 at 388,683 files cleaned

MALWARE SCANNER DATA
• Sample size including free scanners - 6,142,518 sites
• Average number of infected sites 40,985 per week

 ▶ Highest infection rate was week 52 at 42,743 sites
 ▶ Lowest infection rate was week 40 at 39,120 sites

VULNERABILITIES
• Average of sites with XSS vulnerabilities from internal samples: 3,951
• Average number of pages with XSS vulnerabilities per site: 414.40
• Total number of pages with XSS vulnerabilities: 21,284,937
• Average percentage of total internal sampled sites with XSS vulnerabilities .06%
• Average number of sites with SQLi vulnerabilities from internal samples: 324
• Average number of pages with SQLi vulnerabilities per site: 959.16
• Total number of pages with SQLi vulnerabilities: 4,039,989
• Average number of sites with CSRF vulnerabilities from internal samples: 3,951
• Average number of pages with CSRF vulnerabilities per site: 414.4
• Total number of pages with CSRF vulnerabilities: 21,284,937
• Average of sites with unvalidated redirect vulnerabilities from internal samples: 3,951
• Average number of pages with an unvalidated redirect vulnerability per site: 414.4 
• Total number of pages with unvalidated redirect vulnerabilities: 21,284,937

BLACKLISTING
• Average number of websites that were infected with malware and blacklisted by Google: 

7,968
 ▶ Total number of websites in our sample infected by malware: 43,157
 ▶ Blacklist rate for infected websites: 18.45%

• This is a decrease from Q3 of 2.45%

CONTENT MANAGEMENT SYSTEMS
• Average number of sites in our sample using WordPress: 1,854,094

 ▶ Average number of WordPress sites infected with malware: 19,935
• WordPress site infection rate: 1:07% 

 ▶ Infected WordPress sites which were up to date: 45.48%
• Average number of sites in our sample using Joomla!: 70,452

 ▶ Average number of Joomla! sites infected with malware: 1,422
• Joomla! Infection rate: 2.02%

 ▶ Infected Joomla! Sites which were up to date: 18.53%
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CONTENT MANAGEMENT SYSTEMS (CONTINUED)
• Average number of sites in our sample using Drupal: 22,981

 ▶ Average number of Drupal sites infected with malware: 223
• Drupal infection rate: .97%

 ▶ Infected Drupal sites which were up to date: 38.57%
• Average infection rate of a non-CMS site - 0.5%
• Average number of sites that have any number of plugins - 1,686,205

 ▶ Plugin numbers refer only to WordPress sites
 ▶ Average number of sites that have any number of plugins and malware: 18,510

• Infection rate for sites with any number of plugins: 1.10%
 ▶ Average number of WordPress sites with no plugins: 246,068

• Average number of sites that have no plugins and malware: 2,211
 ▷ Infection rate for sites with no plugins: 0.09%

 ▶ Average number of sites with 1 - 5 plugins: 1,288,360
• Average number of sites with 1 - 5 plugins and malware: 13,090

 ▷ Infection rate for sites with 1 - 5 plugins: 1%
• This is equal to a WordPress site with any number of plugins

 ▶ Average number of sites with 6 to 10 plugins: 382,136
• Average number of sites with 6 - 10 plugins and malware: 4,723

 ▷ Infection rate for sites with 6 - 10 plugins: 1.24%
• This represents a slight increase (.24%) over a site with any number of plugins

 ▶ Average number of sites with 11-20 plugins: 81,269
• Average number of sites with 11-20 plugins and malware: 1,223

 ▷ Infection rate for sites with 11 - 20 plugins: 1.51%
• This represents a 50% increase over a site with any number of plugins

 ▶ Average number of sites with 20+ plugins: 3,614
• Average number of sites with 20+ plugins and malware: 85

 ▷ Infection rate for sites with 20+ plugins: 2.34%
• Sites with 20+ plugins are more than 2x more likely to be infected with 

malware than a site with any number of plugins 
 ▶ Average number of sites with no CMS: 4,250,405

• Average number of sites with no CMS and malware: 21,423
 ▷ Infection rate for sites with no CMS: 0.5%

• WordPress sites are twice more likely to be infected than sites with no CMS
• Joomla! Sites are 4 times more likely to be infected than sites with no CMS
• Drupal sites are 1.94 times more likely to be infected than sites with no CMS

RISK SCORE
• Average total number of sites with a Risk Score of 1: 3,560,014.54

 ▶ Average infected sites with a Risk Score of 1: 3,533.83
 ▶ Infection rate with a Risk Score of 1: 0.10%

• Average total number of sites with a Risk Score of 2: 1,554,119.38
 ▶ Average infected sites with a Risk Score of 2: 453.33
 ▶ Infection rate with a Risk Score of 2: 0.03%

• Average number of sites with a Risk Score of 3: 1,495,084.54
 ▶ Average infected sites with a Risk Score of 3: 39,910.92
 ▶ Infection rate with a Risk Score of 3: 2.67%

• A high risk score, or a score of 3, makes a site 26.7 times more likely to be infected than the 
average site, or a site with a Risk Score of 1. 
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MALWARE CATEGORIES
• Total number of SEO Spam files removed during Q4: 33,982

 ▶ Total number of sites infected with SEO Spam during Q4: 708
 ▶ An average of 47.99 spam files per infected site
 ▶ SEO Spam makes up approximately 2.5% of the infected sites in SMART

• Total of 383,130 infections across the quarter
• Totals:

 ▶ Average of 187.91 infections per week
 ▶ Total of 55624 infections per week

• Grand Totals and percentages
 ▶ Total of 438,756 categorized pieces of malware across SMART and front end (The 

category sample size)
 ▶ Notable Percentages

• File hackers were 2.5% of categorized malware
• Defacements make up 15.6% of categorized malware
• Unique randomly generated malware made up 50.9% of categorized malware
• 0.8% of malware categorized was phishing 
• 11.7% of categorized malware was JavaScript Injectors or Includes
• Iframers made up 3% of categorized malware
• Evals were 2.49% of categorized malware
• 2.8% of malware was shell scripts
• Backdoor files used to control or gain admin access (filehackers, file managers, 

uploaders, eval requests, SQL injectors, shell scripts): 12.5% of malware

PATCHING
• Total number of paid patching sample size: 3,606,628
• Application Releases during Q4: 

 ▶ WordPress
• version releases: 26
• security releases: 2
• security fixes: 5
• Vulnerabilities: 14
• Patches: 260

 ▶ Joomla 
• version releases: 5
• security releases: 1
• security fixes: 3
• Vulnerabilities: 5
• Patches: 60

 ▶ Drupal
• version releases: 4
• security releases: 0
• security fixes: 0

• Total Drupal Sites: 114,403
• Total Joomla Sites: 601,322
• Total WordPress: 9,125,072
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Glossary of Terms
Attack Kit - A collection of malicious scripts 
or files used to compromise and proliferate 
malware on a website. 

Attack Surface - The attack surface refers to 
the total number of entry points an attacker 
can use to gain unauthorized access to a 
website’s files or content. 

Backdoor File - A backdoor file is a piece of 
malware designed to allow attackers to gain 
unauthorized access to a website’s content. 

Blacklisting - Blacklisting refers to when 
search engines remove websites from their 
results. In this report, blacklisted refers to sites 
that were removed from search engine results 
as a result of malware. 

Bot - Web bots or web robots are programs 
that automatically crawl websites for content 
or search engine purposes. These can be either 
benign or malicious based on the intent of the 
program. 

Compromise - A website compromise refers 
to when a website is attacked (or hacked) and 
infected with malicious content. This may also 
refer to when data is stolen from a website.

Content Management System (CMS) - An 
application used to build and manage website 
content. Examples include Magento, Joomla!, 
Drupal, and WordPress. 

CMS Core - The central files that make up a 
content management system without themes 
or plugins. 

Cross-Site Scripting (XSS) Vulnerability -  
A vulnerability that enables attackers to inject 
malicious code into website content viewed by 
visitors/users. 

Cross-Site Scripting Request Forgery 
(CSRF) Vulnerability - A vulnerability that 
allows attackers to force website visitors 
to perform an unauthorized action on the 
website they’re viewing. 

Cyberattack - This refers to any malicious 
action taken against a website by attackers. 

Defacement - When website content is 
replaced by malware with a web facing 
message such as “hacked by”. 

DDOS Attack - A flood of malicious requests 
sent in order to overwhelm a web server 
causing websites to become inaccessible. 

Malware - Malicious software intended to 
disable or damage networks, computers, 
or websites. This report focuses on website 
malware. 

Patch - An update made to code in order to 
correct a bug or vulnerability.

Plugin - Add-on code that enhances the 
features or functionality of a CMS.  

SQL Injection (SQLi) Vulnerability - A 
vulnerability that allows attackers to inject 
malicious code into a MySQL database using 
insecure website forms or fields. 

Vulnerability - A flaw in a website’s code that 
can lead to infection or injection of malicious 
content.

Web Application Firewall - A layer of 
protection placed on HTTP applications using 
a set of rules designed to block malicious 
traffic or content from reaching websites.  
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